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Classification: Customer Advisory
Title: Dante Domain Manager (DDM) 1.8.3 — MongoDB security patch release
Audience: Existing DDM customers and partners

1. Summary

Dante Domain Manager (DDM) < v1.8.3 is running a version of MongoDB that is affected
by the MongoDB vulnerability CVE-2025-14847 commonly referred to as
“MongoBleed”. Dante Domain Manager (DDM) version 1.8.3 includes an update to
MongoDB 4.4.30 that addresses this issue. We recommend all customers update to DDM
1.8.3 at their earliest convenience.

2. Affected Product(s)

e Dante Domain Manager (DDM) before v1.8.3

3. Impact

If an attacker has access to the network or VLAN that is running a DDM it may be
possible to extract information from the MongoDB database by exploiting this
vulnerability.

4. Mitigations

e As per industry best practice, never run DDM directly on the public internet. If
running DDM 1in a cloud service like AWS, GCP or Azure utilise a VPC / VPN for
connectivity back to the LAN

e Implement network segmentation and network access control mechanisms that
minimise access to the Dante network or Dante VLAN

e Implement firewall rules that only allow inbound connections on TCP 27017
(MongoDB port) to the DDM from other DDM’s running in the High Availability
cluster

Version 1.2 Copyright © 2026 Audinate Pty Ltd Page 5 of 6



Customer Advisory - DDM 1.8.3 Security Maintenance '? Dante’

e Consider using network-based IDS / IPS to monitor for unusual inbound activity on
TCP 27017 (MongoDB port) on the DDMs. There should only be inbound
connections to this port from other DDM’s running in the High Availability cluster

5. Remediation

e Dante Domain Manager (DDM) v1.8.3 has been released with MongoDB v4.4.30
which patches the vulnerability

6. Customer Actions
Update to DDM 1.8.3

1. Apply the maintenance update to DDM v1.8.3
2. Contact your DDM reseller or Audinate Support for assistance.

7. Support & Contact

e For update support and recommendations, please contact your DDM reseller or
Audinate Support

e https://www.getdante.com/resources/best-practices-for-managing-dante-devices/ is
also a good resource to refer to.

8. References & Further Information

e NVD official CVE entry — CVE-2025-14847
o https:// www.getdante.com/resources/best-practices-for-managing-dante-devices/
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